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How, in the name of greater security, our current electronic surveillance policies are creating major
security risks. Digital communications are the lifeblood of modern society. We meet up online, tweet
our reactions millions of times a day, connect through social networking rather than in person.
Large portions of business and commerce have moved to the Web, and much of our critical
infrastructure, including the electric power grid, is controlled online. This reliance on information
systems leaves us highly exposed and vulnerable to cyberattack. Despite this, U.S. law enforcement
and national security policy remain firmly focused on wiretapping and surveillance. But, as
cybersecurity expert Susan Landau argues in Surveillance or Security?, the old surveillance
paradigms do not easily fit the new technologies. By embedding eavesdropping mechanisms into
communication technology itself, we are building tools that could be turned against us and opting
for short-term security and creating dangerous long-term risks. How can we get communications
security right? Landau offers a set of principles to govern wiretapping policy that will allow us to
protect our national security as well as our freedom.
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This pdf may be worth acquiring. It is definitely simplified but surprises inside the fifty percent of the pdf. | am pleased to let you know that this is the very
best ebook we have read inside my own lifestyle and could be he finest publication for ever.

-- Prof. Abe Satterfield IV

This is an amazing publication i actually have at any time go through. It is actually rally interesting throgh reading through period. Its been developed in
an exceptionally straightforward way which is merely following i finished reading through this publication where actually altered me, modify the way in

my opinion.
-- Noah Padberg
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