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Grin Verlag Feb 2013, 2013. Taschenbuch. Book Condition: Neu. 210x148x2 mm. This item is printed
on demand - Print on Demand Titel. - Essay from the year 2011 in the subject Law - European and
International Law, Intellectual Properties, printed single-sided, grade: 1,7, University of Reading,
language: English, abstract: Computers represent a stark example of dual use technology as they
can be used for peaceful and military purposes, such as espionage and cyber-attacks. Cyber-attacks
are a new tool of coercion, which brings many advantages for potential perpetrators in comparison
with conventional attacks. For example, the knowledge and equipment necessary to initiate a
computer network attack are widely available. The response of international law to this problem
has been slow, attempting to twist existing legal frameworks to fit the new challenge. The present
essay considers whether the international community should view computerized network attacks as
a prohibited use of force under Article 2(4) of the UN Charter.The first section defines the
parameters of cyber-attack and distinguishes it from other forms of computer crime. Several
reasons for choosing cyber-attack over conventional weapons are identified. The second section
discusses whether cyber-attack constitutes armed force . Cyber-attack is contrasted with other
forms of coercion...
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